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Abstract

The article examines the problem of risk management in IT projects based on the
identification, assessment and minimization of project deviations. The relevance of the study is
determined by the growing uncertainty in the development of software products, digital services and
corporate information systems. The purpose of the study is to develop and substantiate a
methodological approach to IT project risk management based on the early identification,
quantitative assessment, and minimization of project deviations. A methodological approach is
proposed in which risk assessment is based on measurable deviations of the actual project state
from planned, target, or acceptable values. The classification of project deviations is substantiated,
the causes of their occurrence are revealed, and a methodology for early diagnosis and integrated
risk assessment is proposed. Special attention is paid to the use of Al tools for anomaly detection,
prediction of critical deviations and preparation of response options. The practical significance of
the study lies in the possibility of applying the proposed approach in IT project management,
project offices and development teams.The methodological novelty of the study lies in linking risk
management with a system of regular monitoring of project data, including the backlog, sprint
backlog, issue tracker, CI/CD, test reports, and team performance indicators. The proposed model
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makes it possible not only to record risk events that have already occurred, but also to identify early
signals of their escalation, rank deviations by probability, impact, and response urgency, and
develop a well-founded mitigation plan. The proposed approach enhances the transparency of
managerial decision-making and can serve as a basis for standardizing risk control procedures in IT
teams.

AHHOTanus

B cratbe paccmarpuBaeTcss Tpobiema yripaB/ieHWss puckamMu B IT-ripoekTax Ha OCHOBe
BBISIBJIEHNs], OLIeHKM U MUHMMM3al[UM IIPOEKTHBIX OTKJIOHEHWU. AKTYya/JbHOCTb WCC/Ie[0BaHUS
oTipeZie/isieTCs TIOBBILIIEHHEM HeoTIpe/ie/leHHOCTH B cdepe pa3pabOTKK MPOTrpaMMHBIX MPOAYKTOB,
L[U(POBBIX CEPBUCOB U KOPIIOPATUBHBIX MH(OPMALIMOHHBIX cUCTeM. Llesb uccieoBaHysl COCTOUT B
pa3paboTke ¥ 000CHOBaHMM MeTOAWYECKOTO TMOAX0Ja K yrpaB/ieHWt0 puckamu IT-mpoekroB Ha
OCHOBe paHHero BbISIB/IEHUs], KOJINUeCTBEHHOW OLIeHKHM U MMHUMM3aL|uM POEeKTHBIX OTK/IOHeHu!. B
KayeCTBe OCHOBBI IPe/IJIOKeH MeTOAUYeCKUN TNOLXO0[, NIPA KOTOPOM PHCK pacCMaTpUBAaeTCs yepes
M3MeprMoe OTK/IOHeHHe (DaKTUUeCKOTO COCTOSIHMSI TIpOeKTa OT II7IaHOBOTO, L{eJIeBOr0 WU
pomyctuMoro ypoBHsi. O60cHOBaHa KinaccuuKalys MPOeKTHBIX OTK/IOHEHHH, PACKPBITHI IPUUYMHEI
VX BO3HUKHOBEHMs], Mpe/JIo’KeHa MeTO/MKa paHHel AMarHOCTUKU W UHTerpasbHasl OLleHKa pUCKa.
OtznenpHOEe BHMMAaHWe yZle/leHO IpuMeHeHUI0 Al-WHCTPYMEeHTOB [Jis BbISIBJIEHMS] aHOMalWW,
TIPOrHO3UPOBAHUS KPUTHUUECKUX OTK/JIOHEHWM U IIOATOTOBKM BAapUaHTOB Mep pearupoBaHMUs.
ITpakTHueckass 3HAUMMOCTb UCC/IeIOBAaHUSI COCTOMT B BO3MOXHOCTH NPUMEHEHHUs Mpe/JIoKeHHOr0
noAxona B ymnpaBineHWd IT-ipoekTamu, TMPOEKTHbIX o¢ucax ¢ KOMaHJaX pa3paboTKH.
Metonuueckasi HOBM3HAa pabOTHI 3aK/IHOYaeTCss B YBsI3KE PHCK-MEHe/PKMEeHTa C CHUCTeMOM
pery/isipHOro MOHMTOPMHIAa MPOeKTHbIX JaHHbIX: backlog, sprint backlog, issue tracker, CI/CD,
OTYeTOB O TeCTUPOBAHMU U TOKa3aTesiel KOMaHAHOM POU3BOAUTENBHOCTH. [1pesyioykeHHas Mozieslb
103BOJIsieT (PUKCUPOBAaTh HACTYTIMBILIE PUCKOBbIE COOBITHS, @ TAK)Ke BBISIB/ISTH PAHHHE CUTHAJBI UX
3CKa/laliiy, PaH)XUPOBATh OTK/IOHEHMS I0 BEePOSITHOCTH, BJIMSIHUIO U CPOYHOCTH pearupoBaHuf, a
TaKke (opMHUpOBaTh OOOCHOBaHHBIM mitigation plan. Ilpexno)keHHBIH TOAXO[ CIIOCOOCTBYET
TIOBBIIEHHIO TTPO3PAUuHOCTH YIIPAaBIeHUYeCKHX pelleHUHd U MO)KeT ObITh MCII0/Ihb30BaH Kak OCHOBA
JJ1s1 CTaHJapTy3aLy IIpoLelyp KOHTPOJIst PUCKOB B IT-komaHzax.

Keywords: IT project, risk management, project deviations, project management, Al,
machine learning, mitigation plan.

KnroueBsble cnoBa: IT-TipoekT, yrpaBsjieHUe PUCKaMU, MPOEKTHbIE OTK/JIOHEHUs, IPOEKTHOe
ynpasnenue, Al, machine learning, mitigation plan.

Introduction

Risk management in IT projects is one of the most important areas of project management.
The development of digital products is characterized by a high degree of uncertainty regarding final
requirements, the need for rapid adaptation to changing requirements, and the continuous evolution
of technologies, while also being highly dependent on team competencies, budget constraints, and
project schedules. As a result, IT projects are exposed to elevated risks associated with changing
requirements, external integrations, contractor performance, information security requirements, and
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stakeholder expectations. A distinctive feature of IT projects is the delayed manifestation of risk
events. The delayed and cumulative effects of project risks remain one of the major challenges in IT
project management, the effective resolution of which requires the application of scientifically
grounded approaches [1]. Classical software risk management also emphasizes proactive
identification and elimination of risk items before they become sources of project failure [2].

The aim of the study is to develop a methodological approach to risk management in IT
projects through the identification, assessment, and minimization of project deviations.

Research methodology

The study is based on the analysis of scientific publications on software project risk
management, the identification of risk factors, the diagnosis of project deviations, the application of
Scrum artifacts, and the use of machine learning in project risk management.

The methodological procedure combines the classification of observable project deviations,
their early diagnosis based on operational project data, identification of the underlying risk factor,
integrated risk scoring, selection of a response measure, and subsequent reassessment. In the
proposed approach, a project deviation is not equated with risk itself. It is treated as an observable
early signal indicating that a risk may materialize or escalate. This distinction makes it possible to
move from the identification of abstract risk factors to the monitoring of measurable changes in the
actual state of an IT project.

For the quantitative prioritization of identified deviations, an integrated risk score is proposed:

R=P-1-U,

where R is the integrated risk score associated with the identified project deviation; pP is the
estimated probability that the detected deviation will lead to further risk escalation or an adverse
project event; [is the normalized degree of impact on project objectives; and U is the urgency of
managerial response. All parameters take values from 0 to 1.

The value of P can be determined from historical project data, the observed frequency of
similar deviations, or predictive estimates generated from previous project cases. The value of |
reflects the expected effect of the deviation on schedule, cost, scope, quality, or other critical project
objectives. The value of U characterizes the time sensitivity of the deviation and increases as the
admissible period for managerial response decreases.

For operational interpretation, the following working intervals are used: R < 0.125 — low risk;
0.125 < R < 0.343 — moderate risk; 0.343 < R < 0.512 — high risk; and R > 0.512 — critical risk.
The threshold values correspond to the simultaneous achievement of benchmark levels of 0.5, 0.7,
and 0.8 by the three assessment parameters (().5° = 0.125; 0.7° = 0.343; 0.8% = 0.512)- The
thresholds may subsequently be calibrated using historical data from a specific organization or
project portfolio.

All parameters are assessed on a scale from 0 to 1. A value close to 1 indicates a high level of
the corresponding parameter. The assessment also incorporates the response urgency parameter,
which makes it possible to account for the time sensitivity of the deviation.

26



Ne 8 (149) UNIVERSUM: aseycm, 2026 e.

TEXHUYECKUE HAYKU

Results and discussion

Risks in IT projects are traditionally characterized by the simultaneous presence of
organizational, technical, managerial, and user-related factors. Risks in IT projects arise as a result
of changing requirements, planning errors, reduced team performance, an increasing number of
defects, limited customer involvement, delays in approvals, integration issues, and insufficient
project data. A project deviation can serve as one of the earliest observable signals of risk
materialization or escalation. By its nature, risk reflects the probability of an adverse outcome,
whereas a deviation captures an existing discrepancy between the planned and the actual project
state. Within the context of IT project management, it is advisable to focus on the analysis of project
deviations, as they are measurable and can be incorporated into a project monitoring system.

Accordingly, the proposed approach does not replace conventional risk identification with
deviation analysis. Rather, it introduces project deviation as an intermediate observable element
between a risk factor and a possible adverse project outcome. The resulting relationship can be
represented as follows: 1) risk factor; 2) measurable project deviation; 3) risk escalation; 4) adverse
project outcome. This makes it possible to identify a developing risk before its consequences
become fully manifested in project schedule, cost, scope, or quality indicators.

Unlike classifications focused primarily on sources and categories of software project risks [3;
4; 10], the proposed classification describes the detected deviation simultaneously from several
managerial perspectives: the affected project area, the source of the deviation, the project stage at
which it occurs, the indicator through which it can be detected, and the urgency of response.
Therefore, the classification presented in Figure 1 performs not only a descriptive function but also
supports the subsequent selection of diagnostic indicators and response measures.

Risk factors should be considered within the following groups: requirements, customer, team,
technologies, planning, external environment, and change management [3]. In the context of IT
projects, different groups of risk factors are often interrelated. The main types of project deviations
are presented in Figure 1.
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1. Schedule deviations
ldelay in milestones, sprint goals or release dates

|2. Budget deviations
[excess of planned cost, labor cost or resource consumption

1. By affected
project parameter

Scope deviations
planned growth, reduction or distortion of project scope

n Quality deviations
lincrease in defects, rework, failed tests or technical debt

— 5. Requirement deviations
changes. ambiguity or instability of functional and non-functional requirements

1. Requirement-related deviations
lcaused by unclear, unstable or conflicting requirements

2. Team-related deviations
|caused by lack of competencies, overload or low productivity

2. By source of
deviation

3. Technology-related deviations
-aused by integration issues, technical debt or unstable tools

Stakeholder-related deviations
lcaused by delayed approvals, weak involvement or changing priorities

5. Vendor-related deviations
lcaused by external dependencies, supplier delays or poor service quality

1. Initiation deviations
lincorrect goal setting, weak business case or unclear project boundaries

2. Planning deviations
[wrong effort estimation, unrealistic deadlines or missing reserves

3. By project 3. Development deviations
1 zfecycle stage ask delays, code defects, low velocity or rework growth

Testing deviations
ailed test cases, late defect detection or insufficient test coverage

|_5 . Deployment deviations

release delay, en failure or post-rel

1. Task-flow deviations
|§’°‘“h of overdue, blocked or reopened tasks

Performance deviations
in velocity. throughput or team productivity

Classification of Project Deviations in IT Projects

4. By detection ||[3. Defect deviations
indicator increase in open defects, critical bugs or failed builds

Backlog deviations
owth of backlog chum. unstable priorities or unclear user stories

5. Communication deviations
[delays in approvals, unresolved questions or slow feedback

1. Low-urgency deviations
[can be monitored without immediate intervention

Moderate-urgency deviations
5. By urgency of |[frequire planned corrective action
response 3. High-urgency deviations
equire fast managerial response and resource adjustment

ll:l. Critical deviations

equire escalation, immediate decision and strict control

Figure 1. Classification of project deviations in IT projects

The determinants of risk occurrence in IT projects can be divided into several groups:

1. requirements-related determinants, including poorly defined requirements, frequent backlog
changes, the absence of acceptance criteria, and conflicting customer expectations;

2. team-related determinants, including competency gaps, team member overload, ineffective
role distribution, and a low task completion rate;

3. planning-related determinants, including underestimated effort estimates, insufficient task
decomposition, the absence of time reserves, and inadequate assessment of external dependencies;

4. technology-related determinants, including complex integrations, increasing technical debt,
an unstable development environment, CI/CD issues, late defect detection, and insufficient test
coverage;

5. customer- and external stakeholder-related determinants, including delays in approvals,
changing priorities, dependence on contractors, and a gap between business expectations and the
team's capabilities.

Previous studies identify user involvement, management support, requirements management,
team experience, and change control among the significant factors affecting software project risks
[4]. Risks in IT projects rarely arise from a single source; rather, they more often emerge at the
intersection of organizational decisions, technical conditions, and the quality of communication.
The impact of risks is reflected in the deterioration of project performance, as they may lead to
schedule delays, budget overruns, reduced quality, loss of functionality, an increase in the number
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of defects, and reduced team effectiveness. Moreover, different dimensions of risk affect project
schedule, cost, and quality in different ways [5]. Therefore, risk assessment should also take into
account the magnitude of a risk's impact on project outcomes.

The traditional risk matrix, based on probability and impact, is useful for the initial
assessment of risks. However, IT projects often require the introduction of an additional parameter-
response urgency. This parameter reflects how quickly a decision must be made and is particularly
important when managing sprints, release cycles, integration dependencies, and critical defects.
General project management and risk management standards also emphasize the need to integrate
risk-related decisions into planning, monitoring, response selection and stakeholder communication
[6; 7].

Based on the above, the methodology for the early diagnosis of project deviations includes
four interrelated stages:

1. Data collection. Project information is obtained from the backlog, sprint backlog, issue
tracker, burndown chart, testing reports, CI/CD systems, task statuses, defect logs, overtime records,
requirement change history, and data on external dependencies. At this stage, the objective is to
create a unified set of operational data suitable for subsequent diagnostic analysis.

2. Diagnostic analysis. The collected data are used to calculate indicators reflecting schedule
deviation, the proportion of overdue and blocked tasks, changes in velocity, growth in open defects,
reopened issues, backlog churn, deviation of actual effort from estimated effort, approval delays,
and the proportion of tasks without acceptance criteria. A deviation is recorded when the actual
value exceeds an established project threshold or demonstrates a persistent negative trend.

3. Risk evaluation. The root cause and the corresponding risk factor are identified for each
detected deviation. The values of P, I, and U are then estimated, after which the integrated risk score
R=P-I'U is calculated and the deviation is assigned to a low, moderate, high, or critical risk
category.

4. Response preparation. The calculated value of R, together with the type and root cause of
the deviation, is used to determine the required managerial response. Low-risk deviations remain
under monitoring; moderate risks require planned corrective actions; high risks require a formal
mitigation plan; and critical risks require immediate intervention and escalation.

Modern software risk management requires a reconsideration of the role of risk management
within a project, as risks should be analyzed throughout the entire project lifecycle rather than only
during the planning phase [8; 9]. Early diagnosis of project deviations thus becomes a continuous
management process (Figure 2).
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Purpose: early detection of project deviations, identification of risk factors, prioritization and preparation of response actions ’
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Decision rule: the higher the value of R and the shorter the admissible response time, the higher the priority of managerial intervention

Figure 2. Methodology for the early diagnosis of project deviations

The proposed sequence extends the conventional probability—impact approach by introducing
two additional elements. First, risk assessment is initiated by an observable deviation detected in
current project data rather than solely by periodic expert identification of potential risks. Second,
the inclusion of response urgency U distinguishes situations with similar probability and impact but
different admissible response times. This distinction is particularly relevant to IT projects, where a
blocked deployment pipeline, a critical security defect, or an unresolved integration dependency
may require substantially faster intervention than another risk with a comparable expected impact.
Thus, the proposed score does not replace the traditional probability—impact assessment reflected in
project and risk management standards [6; 7], but operationalizes it for continuous monitoring of IT
projects.

Within the proposed methodology, Al tools can support four analytical operations associated
with the processing and interpretation of project data:

1. at the data collection stage, Al helps process information from the issue tracker, backlog,
testing reports, and task statuses.

2. at the deviation detection stage, Al tools can identify anomalies in task dynamics, team
velocity, the number of defects, and the frequency of requirements changes.

3. at the root cause analysis stage, clustering techniques can be applied to identify recurring

problems.
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4. at the risk assessment stage, Al can support the prediction of whether a deviation is likely
to escalate to a high- or critical-risk level.

Within the proposed methodology, Al is therefore treated as a supporting analytical layer
rather than as an independent risk assessment dimension. Its principal functions are anomaly
detection in operational project metrics, identification of recurring deviation patterns, estimation of
escalation probability, and analytical support for the selection of response options. The final values
of 7and U, as well as the managerial decision concerning the mitigation measure, remain subject to
project management assessment. Thus, Al support influences the quality and speed of risk diagnosis
but does not replace the integrated risk score Ror managerial responsibility for the final decision.

The risk mitigation model is based on the transition from identifying a project deviation to
taking a management action (Figure 3). Once a deviation has been identified, its cause is
determined, after which the value of R is calculated and the risk is assigned to a priority category.
An appropriate response measure is then selected, such as reducing the probability of occurrence,
reducing the impact, decreasing response urgency, extending the schedule, reallocating resources,
refining requirements, conducting additional testing, performing a technical review, carrying out a
security review, or escalating the issue.

( Input data and deviation detection )

Project baseline. backlog. issue tracker. quality metrics. CLCD
data, risk thresholds

( 1. Fixation and Classification of Deviation )

3. Prioritization and Response Selection J

"~ Rank deviations by R: determine risk zone: select response option; \‘
fon effect

estimate expected mitigation off

Figure 3. Risk mitigation and project deviation management model

To demonstrate the application of the proposed methodological approach, an illustrative
reassessment of eight groups of project deviations was performed (Figure 4). The assessment
compares the integrated risk score R before and after the implementation of mitigation measures.
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The purpose of this comparison is to demonstrate how the proposed indicator can be used not only
for initial risk prioritization but also for subsequent control of the effectiveness of managerial
intervention. The difference between the initial and reassessed values is determined as follows:

AR = Rbefore - Rafter-

A positive value of A Rindicates a reduction in the integrated risk score after mitigation. The
relative effectiveness of mitigation can additionally be determined as:

ER _ Rbefore - Rafter

%X 100%.
Rbefore

This indicator makes it possible to compare the effectiveness of risk response measures across
deviation groups with different initial levels of R.

Deviation group R before R after Risk reduction
Requirement deviations 0.574 0.312 0.261
Schedule deviations 0.476 0.276 0.200
Quality deviations 0.390 0.221 0.169
Team productivity deviations 0.384 0.228 0.156
Integration deviations 0.351 0.208 0.143
Security deviations 0.365 0.194 0.170
Vendor dependency deviations 0.228 0.139 0.088
Communication deviations 0.250 0.139 0.112

Integrated View of IT Project Risk Deviations

Coefficient
OO0 OOOOOO
ORI oV 000 =
7, /
p

- = M 9=
T e e T . i
F-~d----H
N 2 )
& » i & st
& & & BN Q o o s
R Q> & -~ \ -~
N S Q <2 & & RS
N & & < S
[ N &
(,°<\
Deviation group
—4— R before mitigation =~ — M —R after mitigation

Figure 4. Changes in integrated risk scores before and after mitigation measures
Source: prepared by the author.

The results presented in Figure 4 demonstrate a decrease in the integrated risk score for all
eight groups of project deviations. The average value of R decreased from 0.377 before mitigation
to 0.215 after mitigation. The average relative reduction amounted to approximately 42.8 %,
indicating that the application of corrective and mitigation measures produced a consistent decrease
in the assessed level of project risk across the analyzed deviation groups.
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The largest absolute reduction was observed for requirement deviations, for which R
decreased from 0.574 to 0.312 (AR = 0.262). According to the proposed scale, this corresponds to a
transition from the critical to the moderate risk category. The result indicates that deviations related
to unstable or conflicting requirements can be substantially reduced when the response is directed
toward requirement clarification, backlog stabilization, specification of acceptance criteria, and
coordination with stakeholders.

A substantial reduction was also recorded for security deviations, where R decreased from
0.365 to 0.194, corresponding to a relative reduction of approximately 46.8 %. Schedule, quality,
team productivity, and integration deviations initially belonged to the high-risk category and moved
to the moderate-risk category after mitigation. This result demonstrates the practical role of repeated
risk scoring: the methodology makes it possible to determine whether the implemented measures
have changed the priority of a detected deviation rather than merely documenting that a corrective
action has been performed.

Vendor dependency deviations demonstrated the smallest absolute reduction (AR = 0.089)
and remained within the moderate-risk category. This result may be explained by the limited ability
of an internal project team to directly influence external suppliers and dependencies. In such cases,
mitigation measures can reduce the consequences and improve response preparedness but may have
a weaker effect on the underlying probability of the risk event.

The comparison therefore indicates that the effectiveness of mitigation depends on the
controllability of the underlying risk factor. Deviations caused by internal project processes,
including requirements management, quality control, scheduling, and team coordination, are more
directly affected by managerial intervention. Risks associated with external dependencies may
require contractual, organizational, or escalation mechanisms beyond the boundaries of the project
team. This distinction should be considered when interpreting changes in R and selecting
subsequent response measures.

The obtained results also clarify the methodological distinction between the proposed
approach and conventional risk factor analysis. Existing studies emphasize the identification of
software project risk sources and their classification [3; 4; 10], while proactive risk management
focuses on detecting and addressing risk items before they lead to project failure [2]. The proposed
methodology develops this direction by introducing measurable project deviations as operational
signals connecting risk factors with current project performance. In this respect, continuous
monitoring of backlog, issue tracker, testing, and CI/CD data complements lifecycle-oriented
approaches to software risk management [8; 9] and provides a quantitative basis for repeated risk
reassessment.

At the same time, the proposed approach has limitations. The values of P, I, and Udepend on
the availability and quality of project data and may require calibration for different organizations
and types of IT projects. The threshold values proposed in this study should therefore be considered
working reference points rather than universal boundaries. Further research should focus on
validating the methodology using longitudinal data from multiple IT projects and comparing expert-
based and machine-learning-based estimates of risk escalation probability.

Based on the proposed methodology and the results of repeated risk assessment, the approach
can be applied in project offices, product teams, development teams, and digital transformation
units. Its practical value lies in linking a risk assessment to a specific measurable project deviation
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and expressing the required management priority in quantitative terms. This enables the project
manager to compare heterogeneous project deviations, identify priority areas for intervention, select
appropriate mitigation measures, and subsequently assess whether the implemented actions have
reduced the integrated risk score.

Conclusion

The study resulted in the development of a methodological approach to risk management in
IT projects based on the transition from the detection of measurable project deviations to risk
assessment, prioritization, mitigation, and repeated evaluation. The proposed approach distinguishes
between a risk factor, an observable project deviation, and an adverse project outcome, which
makes it possible to use current project data as early signals of possible risk escalation.

The methodological contribution of the study consists in combining a multi-criteria
classification of project deviations with the integrated risk score R = P-.[1-U, where risk
probability and impact are supplemented by the urgency of managerial response. The proposed
assessment scale connects the quantitative value of Rwith differentiated management actions
ranging from monitoring to immediate escalation. This makes the indicator applicable both to initial
risk prioritization and to repeated assessment after mitigation measures have been implemented.

The illustrative application of the approach to eight groups of project deviations demonstrated
a decrease in the integrated risk score across all analyzed categories. The average value of R
decreased from 0.377 to 0.215, while the average relative reduction was approximately 42.8 %. The
largest absolute decrease was observed for requirement deviations, whereas vendor dependency
deviations showed a more limited reduction, indicating differences between risks arising from
internally controllable project processes and those associated with external dependencies.

Al tools can support the proposed methodology through anomaly detection, identification of
recurring deviation patterns, prediction of risk escalation, and preparation of response alternatives.
However, Al is considered a supporting analytical layer, while the final assessment of impact and
response urgency and the selection of mitigation measures remain the responsibility of the project
manager.

The practical significance of the proposed approach lies in its applicability to project offices,
software development teams, product teams, and digital transformation units using operational data
from backlog management systems, issue trackers, testing environments, and CI/CD pipelines. The
principal limitation of the study is the need to calibrate the parameters and threshold values using
historical data from specific organizations. Further research should therefore focus on empirical
validation of the approach across multiple IT projects and on evaluating the accuracy of Al-
supported prediction of project deviation escalation.
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